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Global Cybersecurity Talent 
shortage: Hiring and Reskilling 
strategies

Conceptualized and Developed: April – 2022

The objective of this document is to showcase how the demand-supply gap in 
Cybersecurity talent is widening due to limited talent availability but increasing 
demand and how a targeted Reskilling strategy can help navigate companies 
through extreme Cybersecurity talent shortages. This document also provides high-
level Talent Intelligence for prominent global locations with the availability of 
Cybersecurity talent
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32%

30%

29%

28%

27%

27%

Misconfigured systems

Not enough time for proper risk 
assessment & management

Slow to patch critical systems

Oversights in process and 
procedure

Inability to remain aware of all 
threats active against network

Rushed deployments

Rising demand for Cybersecurity talent amidst the existing crisis of talent shortage has created a massive global gap of 
~2.7 Million Cybersecurity professionals 

Consequences of Cybersecurity workforce gap2Global demand-supply gap of Cybersecurity talent (2021)

Despite influx of 700,000 professionals into the cybersecurity workforce in 2021, global demand for cybersecurity 
professionals continues to outpace supply — resulting in the Cybersecurity Workforce Gap

Global 
talent gap1

~2.72M

NA
~402,000

LATAM
~701,000

Europe
~199,000

APAC
~1.42M

Source: 1,2. ISC2.org | Note: Draup analysis

*Based on global survey of 4,753 Cyber Security 
professionals working in varied industries
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Companies across Industries are aggressively trying to scale their Cybersecurity teams but are faced with multiple hiring 
challenges due to talent shortage

Leading organizations are increasing their Cybersecurity budgets by ~80% which can be 
seen in the amount of job openings*
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HighLow
Installed Cybersecurity talent 

in respective companies

0% 20% 40% 60% 80%

Lack of academic programs
in this area

Demand for cyber talent
exceeds the supply

Finding the right mix of
technical, analytical and

soft skills is difficult

Graduates from academic
programs in this area don't

have job-ready skills

Challenges faced in scouting Cybersecurity talent by 
companies1

Challenges suggests high difficulty in finding relevant talent. 
At mid-senior level this can turn out to be big bottleneck and 

high security risk for organizations

DeloitteEY

Microsoft

IBM

Accenture

AWS

Amazon

Capgemini

Wipro

PwC

Infosys

HCL 

Booz Allen Hamilton

Cognizant

Google

Palo Alto Networks

JP Morgan & Chase Co.

Wells Fargo

HSBC

Bank of America

Citi
Apple

Standard Chartered 
Bank
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0 2,000 4,000 6,000 8,000 10,000 12,000

Demand across IT Services, tech, and BFS 
companies is highest for Cybersecurity talent

Companies with low installed talent have high 
demand suggesting companies are looking to 

strengthen their teams 

Source: 1 ISC2.org | Note: * Top 25 companies with the highest job openings in Cyber Security are taken to conduct analysis. Average active job openings (tracked for 90 days) were considered. Draup analysis
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Critical in-house, Outsourced, and Emerging job roles 

Security 
Software 

Development

Security 
Architecture

Incident 
Response

Vulnerability 
Assessment 

Governance & 
Compliance

Research Cryptography
Data Loss 

Prevention & 
Forensics

Network/Firmw
are Security 

Architect

Incident Risk 
Manager

GRC Manager
Security 

Research 
Specialist

Identification 
Access Mang. 

Engineer

Digital Forensics 
Expert

Cybersecurity
Engineer

Cybersecurity 
Architect

Security 
Engineer 
(Incident 

Response)

Penetration 
Tester/ Test 

Engineer

GDPR Program 
Manager

Security 
Researcher

Crypt Specialist
Fraud 

Prevention 
Manager

Blockchain 
Developer

Information 
Security 

Consultant

Cyber Threat 
Intelligence 

Analyst
Threat Hunter GRC Consultant R&D Specialist Cryptographer

Cloud Security 
Software 
Engineer

IoT Security 
Specialist

Incident 
Response 

Analyst

Vulnerability 
(Assessment) 

Analyst

Vulnerability 
Researcher

IAM Consultant
Counterintellige

nce Forensics 
Analyst

Security 
Software 
developer

Cloud Security 
DevOps 
Engineer

Cybersecurity 
Incident 

Response 
Analyst

Threat 
Monitoring 

Analyst

Security Risk & 
Compliance 

Analyst

Threat 
Research 
Analyst

Crypt-Analyst
Intrusion 
Detection 

Analyst

Security Analyst
Network & 
Information 

Security Analyst

Incident 
Responder

Vulnerability 
Assessor

IT Risk and 
Compliance 

Officer

Companies have started training 
program to improve the skillset of 
fresh graduates thereby making it 

easier to hire entry level talent
Ex: Microsoft pledging to train 
250,000 talent in US by 2025

80% of HR struggle to fill Mid and 
Senior level talent position as 

there is limited availability of talent 
and companies look for specific mix 
technical, analytical, and soft skills

Companies are facing challenge especially in filling the job roles at the Mid-senior level which are critical, high in-
demand, and cannot be outsourced
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Note: Job roles listed in the taxonomy are indicative and not exhaustive. Allied and corporate roles related to areas such as Curriculum 
Design & Development, Training have not been included to focus only on core Cyber Security roles. Note: Draup analysis

High in-demand Cyber Security Engineer role has been analysed further in detail to provide Hiring and Reskilling insights

Draup has analysed Cyber Security teams of 100+ leading organizations to provide sample job roles taxonomy

High-demand in–house  roles Emerging roles Outsourced roles

In-house critical talent hiring 
difficulty faced by HR in an 

organisation insights:
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Cyber 
Security 
Engineer

Cyber Security Engineer is responsible for planning, managing, 
monitoring, and upgrading security measures for the 

protection of the organization's data, systems, and networks.

Top Certifications for Cyber Security Engineer

CompTIA Security+
CISSP: Certified Information 

Systems Security  Professional

Security+

CCNA

GIAC Certified Incident Handler 
(GCIH)

CompTIA Security+ Ce 
Certification

CompTIA Network+

Certified Ethical Hacker (CEH)
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d Risk, and Compliance 
frameworks

Cloud Deployment Tools

Programming Language

Network/Web related protocols

Other Technical skillsets
Risk Assessment, Risk Management Methodologies, 
Threat Modelling, Vulnerability Ranking

Python C/C++

DoD CC 
SRG

NIST 800-
53/171

Kubernetes Docker

Java

RMF, 
FedRAMP

TCP/IP UDP

SSLHTTP/HTTPS

Routing 
protocols

Assess the quality of security controls using performance indicators.

Develop or implement software tools to assist in the detection, prevention, and 
analysis of security threats.

Identify security system weaknesses using penetration tests.

Develop response and recovery strategies for security breaches.

Develop information security standards and best practices.
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Analysis of ‘Cyber Security Engineer role’: Mid level job roles such as ‘Cyber Security Engineer’ are highly skilled and have 
high demand across Industries; Draup has further provided Talent Intelligence and Reskilling strategies for this role

Source: The represented data has been derived using Draup’s Proprietary Talent Database, Similar analysis can be performed for any job role. Technical skillsets taken are not exhaustive. Note: Draup analysis
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Talent size > 1,100 Talent size 750-1,100 Talent size < 750

Global hotspots for Cybersecurity Engineer talent: Washington D.C. and San Diego have the highest talent in the US, 
while Shanghai, Beijing, Seoul, and Bengaluru have the highest Cyber Security Engineer talent in Asia

Source: The represented data has been derived using Draup Proprietary Talent Database, Similar analysis can be performed for any job role

Draup analysed 400+ global locations and identified top hotspots with availability of ‘Cyber Security Engineer’ talent 

San Francisco

Seattle

San Diego

Santiago

Los Angeles

Sao Paulo

Buenos Aires

Johannesburg

Sydney

Jakarta

Tokyo

Seoul
Beijing

Shanghai

Taipei
Shenzhen

Chengdu

Guangzhou

Chennai
Bengaluru

Hyderabad
Pune

Lahore

DelhiTehran

Baki

Moscow
Minsk

Kiev
Munich

London

Paris

Madrid

Brussels

New York

Boston

Washington D.C.
Atlanta

Dallas/Fort Worth

Denver

Toronto

Detroit

Chicago

Cairo

Due to ongoing conflict, some of 
the European locations are out of 
reach, thus increasing difficulty in 

hiring talent for companies

Asian locations have the highest talent 
with lowest median talent cost for 

Cyber Security Engineer, making them 
the best places to hire talent

Washington D.C. and San Diego are 
top hub for Cyber Security talent 

across North America
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‘Cybersecurity Engineer’ talent cost analysis across major locations (Global top 25 locations are analysed)

Source: The represented salary data has been derived using Draup’s Proprietary Talent Database, Similar analysis can be performed for any job role

Bengaluru, with high Cyber 
Security engineer talent 

availability and low median 
talent cost is one of the best 

location to hire Cyber Security 
Engineer talent.

Global Cost analysis for ‘Cybersecurity Engineer’ talent: Besides Washington D.C., all other high talent availability locations 
are based out of Asia; Bengaluru and Pune are the most cost-effective locations amongst them

~80% of Cyber Security 
Engineer talent is based out of 

top 12 location globally of 
which Asian locations are the 

highest
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Cybersecurity Engineer Talent Size 
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Overall Cybersecurity 
talent:

~30,000

Cybersecurity Engineer 
talent:

~2200

$16,000

$22,000

$30,000

Cyber Security

Entry (0-5) Years Middle(6-10) Years

Senior (11+) Years

Median annual salary for Cyber Security 
Engineer talent in Bengaluru

~$15,000
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Top Employers for Cybersecurity Engineer talent

Bengaluru Cyber Security Engineer talent landscape: With low talent cost and high talent availability, Bengaluru is the 
most desirable location to hire Cyber Security Engineer talent in India

Bengaluru talent Overview:

Note: All the salaries depicted are median base salaries and do not include additional compensation and benefits offered by individual companies. The data has been source from Draup cost simulator.
Overview Insights have been extracted from Draup’s ML model which analyses 2M+ publications, Industry reports and news articles on a weekly basis; Draup’s Talent Module was used to  extract top employers and talent size; 

Bengaluru is also leading 
destination for tech talent in 
India with ~20-25% of overall 

India’s tech talent

Cybersecurity Engineer Talent distribution by vertical
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Sample Talent Profiles : Bengaluru has high talent availability at every experience level, with ~70% of the overall 
workforce for Cyber Security Engineer role with 6+ years experience in Bengaluru

Name Location
Current 

Designation
Current Company Past Companies Overall Experience LinkedIn URL

Sunit Mahajan Bengaluru
Lead Cybersecurity 

Engineer
Target 13+ Years LinkedIn

Mahesh Simson 
CEH, CHFI

Bengaluru
Sr. Cybersecurity 

Engineer
Synchronoss tech. 14+ Years LinkedIn

Sandeep Mata Bengaluru
Principal 

Cybersecurity Er
Forcepoint 12+ Years LinkedIn

Pankaj Sharma Bengaluru
Sr. Cybersecurity 

Engineer
Dell 7+ Years LinkedIn

Girish Ameta Bengaluru
Sr. Cybersecurity 

Engineer
GE healthcare - 7+ Years LinkedIn

Varun Behera Bengaluru
Cybersecurity 

Engineer
Zensar 4+ Years LinkedIn

Shivam Yadav Bengaluru
Cybersecurity 

Engineer
Siemens 3+ Years LinkedIn

Sudha Gangai Bengaluru
Cybersecurity 

Engineer
Rapid Circle 2+ Years LinkedIn

Ravikumar Pawar Bengaluru
Cybersecurity 

Engineer
Cognizant - 2+ Years LinkedIn
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Draup’s Rolodex feature has been used to extract profiles based on different experience level that can be used by organisation to hire talent

Note: Draup’s internal modules such as ‘Draup Talent Module, Draup Rolodex, Draup Universe, & External Sources  was used to analyze talent profiles based on past and current designation, location and skills, Draup has a corpus of 155 Million+ real 
time job professionals who are tagged based on various parameters such as Promotion Odds, Hiring propensity, Relocation, etc. , Draup’s Rolodex feature helps Enterprisess in targeted hiring for 4,500+ job roles across 2,500 global MSAs

https://www.linkedin.com/in/sunitm
https://www.linkedin.com/in/mahesh-simson-ceh-chfi-23a86611a
https://www.linkedin.com/in/sandeep-mata-040080a
https://www.linkedin.com/in/pankaj-sharma-8907bba0
https://www.linkedin.com/in/girishameta
https://www.linkedin.com/in/varun-behera-b788a7131
https://www.linkedin.com/in/shivam352
https://www.linkedin.com/in/sudha-gangai-7b0977192
https://www.linkedin.com/in/ravikumar-pawar-8b759a14b
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Reskilling methodologies

Upskilling internal talent
Hiring external adjacent 

talent and 
Reskilling/Upskilling 

Reskilling/Upskilling strategy of every company would differ depending on the type of 
talent available, location, etc but framework can be broadly defined-

Widening demand-supply gap of Cybersecurity professionals globally has made Reskilling an inevitable alternative for 
companies to plan their Cybersecurity workforce

The global cybersecurity workforce needs to grow 65% to 
effectively1 defend organizations’ critical assets

Circle represent the level of concern for companies

Shortage of 
Cybersecurity 

workforce

Severe Shortage of 
‘experienced’ 
Cybersecurity 

workforce

Two major reasons why Reskilling/Upskilling is critical for 
organizations are:

Limited availability of 
Cybersecurity talent 

prompting to use innovative 
strategies to fill up the talent 

gap

Upskilling disrupted job 
roles

Upskilling for high in-
demand job roles

Standard Reskilling strategy Alternate strategy 

Source: 1. ISC2 | Note: Draup analysis

Since companies are looking to build talent at the middle level. Reskilling/Upskilling strategies 
should be formulated with such specific requirement
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Tech 
professional

Sample illustration of how Reskilling/Upskilling can provide an alternate career path of Cybersecurity to tech professionals in locations such as ‘Bangalore’

Cybersecurity 
professional

Adjacent roles for upskilling
Talent 

availability
Job 

openings
Reskilling 
feasibility

Network Security Engineer

Network Engineer*

Cybersecurity Analyst

IT analyst

IT security specialist

Disrupted job role

Low demand
(Not necessarily disrupted)

High moderate Low

Reskill to 
Recruit

Designing upskilling module 

Upskilling module design would be 
impacted by the number of metrics:

Company size Talent Ex./Skills

Industry Disrupted jobs

*Network engineer has high 
talent availability and has low 

job openings which is 
favourable for companies

Reskilling case study is provided further in detail

Reskilling/Upskilling framework (sample location Bengaluru): High availability of adjacent talent can be utilized to 
reskill and recruit to meet the unmet demand for Cybersecurity talent

Note: Draup analysis | Above analysis is based on internal research, insights from customer engagement, and industry blogs, and whitepapers

Non availability 
of talent

Upskill internal talent

Legend

Non availability of disrupted or low 
in-demand job roles in company
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Cybersecurity EngineerNetwork Engineer

Existing role1 Desired role2

Introduction to 
Cybersecurity 
Specialization

(Coursera)Existingskills Requiredskills

•Cybersecurity, SIEM
•IT Management/Governance
•Risk Management Framework
•Java, R, C++, Linux
•Network troubleshooting

•Firewall Security

•Network Security

•Network Configuration

•Information Systems

Skills acquired with Certification 

Note: Draup performs complex assessment around various other critical Reskilling parameters between existing and desired roles to understand skill gap and match it with relevant learning modules
Source: Draup Reskill Navigator or Reskill stimulator

Sample Reskilling case study: Based on skill gap analysis, a relevant learning module/course was selected to showcase how a traditional ‘Network 
Engineer' can be reskilled to evolve into high demand ‘Cybersecurity Engineer’ role

Reskilling duration: 6-8 months (self-paced learning)

1. Network Engineer considered here should have 4+ years experience with high overlapping skill sets of Cyber Security Engineer
2. During transition time (6-8 months), Upskilled/Reskilled Network Engineer can be utilised to cater basic level Cyber Security Engineer workloads and can be trained simultaneously inhouse to gain advanced expertise 

Existing Skills Missing Skills

•Network Management & 
Administration

•Network troubleshooting

•Firewall Security

•Network Security

•Network Configuration

•Information Systems

(ISC)2 Certified Information Systems 
Security Professionals (CISSP)

Reskilling case study: Conventional job roles such as Network Engineer can be upskilled into ‘Cyber Security Engineer’ 
job role by providing Programming, Risk management framework, and Cybersecurity skillsets

ISO 27001 Lead Implementer

CompTIA Security+
(ISC)2 Certified Cloud Security 

Professionals (CSSP)

Introduction to 
Cybersecurity Tools & 

Cyber Attacks
(Coursera)

IT Fundamentals for 
Cybersecurity 
Specialization

(Coursera)
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Sample ‘Network Engineer’ Talent profiles that successfully transitioned to Cyber Security Engineer roles

Cybersecurity Engineer
ACPL Systems Pvt. Ltd.

Network Engineer
Huawei

Mar 2019 – Jul 2020

Network Engineer
IBM

Cybersecurity Engineer
ACPL Systems Pvt. Ltd.

Oct 2016 – Mar 2018 Mar 2018 – Present

Network Engineer
Aruba, a HP Enterprise company

Feb 2016 – July 2018

Cybersecurity Engineer
Check Point Software Technologies, 

Ltd.

Aug 2018 – Present

Network Engineer
Nutanix

Mar 2018 – Sep 2018 

Cybersecurity Engineer
Wipro Limited

Sep 2018 – Present

Aug 2020 – Present
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Presented case studies are among 1,000+ Career Transitions that Draup has Analyzed

Source: Draup’s analysis of LinkedIn profiles and Career Transitions based on past and current designation, location and skills

Satyajeet Mishra LinkedIn Profile Bengaluru

Education : Dr. A.P.J. Abdul Kalam 
Technical University (BTech, IT)

Amogha CS Bengaluru

Education : BNM Institute Of Technology 
(B.E.)

LinkedIn Profile

Rishikesh Mukund Bengaluru

Education : University of Calicut (BCA, 
Information Technology)

LinkedIn Profile

Ashis Pradhan Bengaluru

Education : Lovely Professional University 
(MCA), Computer Science)

LinkedIn Profile

Working as Transitioned to

Experience : 3+ Years

Experience : 8+ Years

Experience : 5+ Years

Experience : 9+ Years

https://www.linkedin.com/in/satyajeet-mishra-226409172
https://www.linkedin.com/in/amogha-cs-118a5570
https://www.linkedin.com/in/rishikesh-mukund-32ab31174
https://www.linkedin.com/in/ashis-pradhan-a2516272
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About Draup: Draup uses Machine learning models to perform analysis provided in the report, Global HR leaders of 
leading firms are leveraging Draup for taking Data-driven Talent decisions

Peer Intelligence

University Relations

Mergers and Acquisitions

Diversity & Inclusion

Compensation & Benefits

Strategic Workforce Planning

Recruitment

Reskilling

Draup Capabilities & Data Assets EMPOWERS DECISION MAKING IN

ROLES & SKILLS 
TAXONOMY

DIGITAL IMPACT ON 
TRADITIONAL ROLES

CAREER PATH 
PREDICTOR

PEER 
BENCHMARKING

DIVERSITY 
INTELLIGENCE

Explore Diverse 
Job Roles, 

Locations and 
Ecosystem 

Insights

TALENT INTELLIGENCE

UNIVERSITY 
INTELLIGENCE

LOCATION 
INTELLIGENCE

COURSES/ 
CERTIFICATIONS

and diverse other use cases…
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Draup for Talent: Draup analyses 2,500+ global locations to help global HR leaders in understanding data-driven 
insights related to Talent/skill landscape, cost, demography and peer ecosystem

Every day, we analyze 10M+ data points from over 8,000 data sources

This data is strengthened by more than 70 Machine Learning models and over 12 Psychology models

33
INDUSTRIES

400,000+
PEER GROUP 

COMPANIES

4M+
CAREER PATHS

ANALYZED

7,000+
DIGITAL TOOLS &

PLATFORMS

171,000+
University professors

2,000+
Roles

2,500+
Locations

100M+
Job Descriptions

750M+
Professionals

30k+
Skills

11,000+
Universities

100+
Labor Statistic
database
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